Sub-User Setup
and Permissions

Account Owner Guide



Add Sub-Users and Set Permission

Centier Digital Banking users can share their account access with others. This includes enhanced
permissioning. Sub-Users are individuals that you can enable to access information and features within

your Digital Banking account. Below you will see answer to some questions you may have.

1. Why would | add a sub-user?
Sub-Users can assist with managing finances. For example, spouses, relatives, or staff may use this
feature to track funds, pay bills, gather statements, or even tax documents.

2. What permissions can | allow or limit?
There are a number of customized permissions they can have access to. In the directions, you will find
that you can allow access to:

e Specific Accounts

e P2P

e Transfers Ins and Out

e Bill Pay (Setting this up has additional steps. See page (6)

e Mobile Deposit

e Transaction and Daily Limits for Inbound and Outbound Transactions
e Enhanced Authentication Settings

3. Does a sub-user have to be a client?
A sub-user does not have to be a client.

4. IfaSub-Useralso has their own personal accounts, can they request multi-TIN to see their personal

accounts with the business account(s) that they've been added to?

As a Sub-User, clients will not be able to tie their personal digital banking account to their Sub-User digital

banking account.

5. What should a Sub-User do if they are locked out?
When a Sub-User is locked out, an Admin on the Digital Banking account can unlock them as long as the
Sub-User has successfully logged in for the first time. An Admin may be the account owner or another Sub-
User that has been given Admin access. See page 6 for instructions. Otherwise, Sub-Users can call 1-888-

236-8437.

Continue for instructions on adding Sub-Users and granting permissions.
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Creating a Sub-User

When you share account access with an individual, you will create a code for them, so they are able to gain
access. You will need to send them the code. From there, they will need to create a username and password.

1.

Click Manage Profile in the main menu.

Locate the Sub-Users area and click the + button.

If you have already added sub-users, you can copy their information by clicking the Copy Everything
From field and selecting their name from the list. Add any information thatis not auto populated.

Click the Full Name field and enter their name.
Click the Email Address field and enter their Sub-User’s email address.
Click the Display Name field and enter the name you would like to display under the Sub-Users area.

Click the Invite Answer field to enter the answer you would like them to enter when they validate

their access. The Sub-User will receive an email

requesting they click a link; they will then add

COPY EVERYTHING FROM...
the answer you’ve added.

If you wish to copy account access and permissions from an existing sub-
user, you may select that sub-user here.

Communicate the answer with them before

finishing this process so they know what required
FULL NAME
they should answer. They have 24 hours to o

required

respond.

Click the Admin Sub-User circle to allow the
individual to give them permission to operate
as an admin. This gives them the ability to
edit, add, and delete sub-users.

EMAIL ADDRESS

required

DISPLAY NAME

required

INVITE ANSWER

2

Click the Give All Owner’s Accounts circle to

. Admin Sub-User
give the sub-users access to all of your bank

With this permission enabled, the sub-user will be promoted to a
. . . . . . sub-user admin, allowing them to edit, add, and delete lesser sub-
accounts, including permissions and limits for users
those accounts. Do not click option if you
want to give the Sub-User access to specific Give All Owner's Accounts
With this permission enabled, the sub-user will be given access to
1 1Fi 1 Il of tt mer’ ,includ f d | fi
aCCOUHtS. You Wlll SeleCt SpeCIfIC accounts in Iahoc;etalgcoov:gis accounts, including the permissions and limits for
step 12.
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10. Click the Can Modify Transaction Category Name
circle to give the Sub-User the ability to add and Can Modify Transaction Category Name C
With this permission enabled, the sub-user will have the ability to

mOdify CategOI’ieS aSSign ed to account both add and medify categories assigned to account transactions

transactions.
New Credentials Required
o o o . With this iss ,the sub-uzer will be required to creat,
11- The NeW Credentlals ReqUIred CIrCle Wl“ be neI:D:gtapleé:rT no;:er:j:netica sqte-) aJc:;E'.ser any acecI:Ji:Isr\uh 2&126
. . have been given access
automatically selected. It requires Sub-Users
create new Digital Banking credentials to access
3 . HAS ACCESS TO ~
any accounts which they have been given access.

+ Grant Access to Accounts
12. Click the + Grant Access to Accounts link. It will @

generate a pop-up window. Select the check boxes
to indicate which accounts you would like the Sub-
User to access.

13. The selected accounts will display under the Has Access To title.
14. When you are satisfied with your chosen settings, click Create Sub-User.

15. Click Edit New Sub-User.

CREATE NEW SUB-USER »

HAS ACCESS TO

CENTIER CHECKING (*9071) Remove
MYBIZ CHECKING (*1977) Remove
MYBIZ CHECKING (*1011) Remove

i ADDANOTHER SUB-UEER i

+ Grant Access to Accounts E

REMINDER: The sub-useryou created will receive an email requesting they click a link; they will then add the
answer you’ve added. Communicate the answer with them before finishing this process so they know what they
should answer. They have 24 hours to respond.

Ver. [10/21]



Set Access Permissions

1. You are now within the Sub-Users profile inside your Digital Banking account. Click Permissions to
continue.

Permissions

Enroll In Bill Pay

FULL NAME

DISPLAY NAME

a. UsetheAccess tab to select the features and access the Sub-User can access by clicking the
toggles.

b. Click the Limits tab to add dollar amount limits to external transactions.

c. The Authentication tab allows you to select features that should prompt the Sub-Users
identity to be authenticated. This means they will be prompted to add a code to verify
themselves when accessing selected features.

PERMISSIONS

PERMISSIONS PERMISSIONS X

Authentication

Limits Authentication Access Limits

ANDREW PERMISSIONS

CENTIER CHECKING ANDREW PERMISSIONS ANDREW PERMISSIONS
;.c_ e al\' 2 CENTIER CHECKING CENTIER CHECKING
\CCOUNT: #4318

AGCOUNT, *481% ACCOUNT. *4819
CENERAL |

EXTERNAL TRANSFERS = OUT OF BAND AUTHENTICATION
View Account Details (-]
Allows the user access 1o see the account Heted, balances, Transsction Lt N— External Transfers

‘ransactions, and trensfer out If this permission s alsa granted

R h * i
Lirnits tha doflar amouri of ach extamal $0.00 equires additionsl authentication to perform an external transfer
and to manage external accounts
i by the user
View Statements Q
View Stal utbaund ) -
$0.00 Bill Pay Payment Scheduling )
Requires additionsl authentication to schedule reccurring payments
View Statements with Images (-]
Allows the user 1o secess statements with images Daily Inibeind
P2P
Limits the dollar amount of | transfer: $0.00 |
e — bl F’“’Ia' ettt slan Requires additional authentication to perform a P2P (Person to
v s ily by the user Person) payment to ancther individual
2. $2,000.00 Outbound
P2P Enabled O $0.00
Aliows the user to send money quickly to another individuals debit Add Payee (
card with P2P (Person to Person) Requires addtional authentication to add a P2P (Person to Person)
Transfer In
Allows the wser to make inbound transfers to imternal accounts
Tra
Allow Tiske UIhONG TrANSTErs 1o Infemal accounts SAVE ALL PERMISSIONS
Transfer In External
Allws the user to make inbound transfers from exteral aceounts
Transfer Out External
Ailows the wser 10 make outbound transfers to external accounts
Bill Pay Access []

Allaws the abilty to make bill payments
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Unlock Sub-Users

1. Once logged in, click Manage Profile from the main menu.

2. Click the Sub-User that has the title Locked on it.

e

24 Centier BANK

oM

© Open an Account MY PROFILE SUB-USERS +

) LOCKED

@ Accounts 2
oemos,amos. LEARN MOKwe 2
Deposit Checks

Manage Cards ADD PHOTO

3. Click Unlock on the right-hand side of the Locked banner.
4. This will launch a pop-up. Click Unlock.

5. You Sub-Useris unlocked!

24 Centier BANK

LOCKED Unlack >

Permissions

FULL NAME |
clinton zaikis Are you sure you wa~* ~lock this sub-user?

DISPLAY NAME 4 UNLOCK CANCEL

Admin Sub-User
With this permission enabled, the sub-user will be promoted 1o a sub-user admin, allowing them to edit
add, and delete lesser sub-users.

(Can Modify Transaction Category Name
With this permission enat

ena he sub-user will have the ability to both add and modify categorie
assigned 1o account trans

AUTHENTICATION

HAS ACCESS TO
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Enroll Bill Pay Sub-User

This portion of the document is specific to clients who have Business Bill Pay. You can request this feature
through the Support Center, so you are able to allow Sub-Users to access Bill Pay. The Support Center is located
on the Digital Banking main menu.

1. Click Manage Profile below your name.

2. Select your Sub-User from the list located in the top-right.

o . +& Centier BANK

© Open an Account MY PROFILE SUB-USERS

Andrew

2
oewos,a s LEARN MORE > JESE

@ Accounts

% Move Money

3. Click the Enrollin Bill Pay button.

Permissions
Enroll In Bill Pay o

6. Add theirinformation into the Enrollment Form, starting with Personal Information. Click Continue to
move to the next section.

7. Add their Address Information to the form, then click Continue.

8. Add their Contact Information to the form. Click the Pay From account field, to select the account that
should be used to pay bills, then click Enroll.

9. You will see a confirmation screen. Click Close.

BILL PAY ENROLLMENT X

‘ ’ Preaze erfer your sub-ussrs informatian equived
—— ADDRESS PHONE NUMBER
FIRST NAME

ADDRESS LINE 2 EMAIL ADDRESS Lo

MIDDLE NAME You are now eniclled In Bil Pay,
Ty PAY FROM
LAST NAME

STATE
DATE OF BIRTH

zip
SSN
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Bill Pay Sub-User Permissions

1. Click Move Money from the main menu.

2. Click Pay A Bill on the right-side of the screen.

< 4 Centier BANK

SCHEDULED 0 Scheduled VR S G

e Sop 2, 2021 10:8545 M c
W will el you 5€1 up 8 new Pyt o ranster

Q

Uit Sap 38,3021 105804 A c

Click here 1o Payy Bl

& Manage Alerts

3. You will be taken to the Enhanced Bill Pay site’s landing page. This site requires authentication. The
first time you log in you will need to set Challenge Questions and Answers.

a. Create and confirm a Security Key.
b. Click Submit when you are done.

Before you get started...
a usiness B Pay ansuers: o The Securty Key i a code you create, not & password authente bl pay site, The
i
=

Sty Kay will display brinfly with aach iogin, Enfar v oIt and numbers fo
display.

Seaurlty key

Sacurity kay

enallznge question

Confirm security key

ssiact phrase: Canfirm sacuriy key

enalieng question
selectphrase v Submit

Challenge question

4. This will load a new page. Hover over Options and select Manage Users.

5. You will be asked to answer one of your challenge questions.

\ ‘ entier B A NK Enter challenge response x
B - B - 1 For scurty pnposes you wi e e 0 anser chalengs
phrases prior fo sensifive ransactions

Company Profile
To proceed, please enter the correct challenge response
Manage Bill Pay Accounts

e-Notifications
o Manage Users
@\ Reports

Favorite food

(5 o]

6. Select Permissions beside to the right of the person’s name who needs permissions.
Manage users

Last name First name User ID Last login

9/28/2021 4 Edt & Permissions

N/A SHeEar & Fermvssmnse

Primary User
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7. Select the buttons under the To edit permissions: to access permission options.

User name

Usertype Custom

Restore Permissions

o To edit permissions: Use the tabs below to add or remove permissions. The current permissions will be pre selectad.

=

- Payments - Options
+ Schadula Bill Paymants (all) + Access Reports
% Establish Payment Caps % Updata Company Info
% Designate Pay From Accounts X Manage Bilpay Users
+ Payment History % Manage Pay From Accounts
+ Schedule Reminders

3 Payees
X Manage Payees -» Approve Authority
X Approve Transactions

8. Seethe Payments example. Click the toggles to enable or disable permissions.
a. Some permissions may include tabs. Select them to customize your permissions.
b. Others may include payment caps (limits). Use the text boxes to add your limits.

c. When you are done with each section, click Save.

User name

Usertype Custom

o @) schedule bill payments

Schedule QCENNINEVES Schedule to specific bill payees o

1) Establish payment caps

@ Payment caps allow you to set a specific amount that Andrew Muha cannot exceed when scheduling payments to particular payees

Payee payment cap
$ | 10,000.00

eI A GE TN S Payment Caps to specific bill payees

Designate pay from accounts

© The designated pay-from accounts will grant permission for Andrew Muha to Use those accounts when submitting payments. If no account is
selected, payments from all associated accounts will be permitted. When selecting one or more accounts, payments from only those accounts will be

permitted

@) Payment history
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